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In today’s technology-driven world, it is no
surprise that cybersecurity has taken on
greater significance throughout our soci-
ety. Every year, more news outlets report
cybersecurity breaches of critical infrastruc-
ture and, financial and government systems,
with severe consequences that ripple out
from the affected organization and beyond.
An estimated $6 trillion in global losses in
2021 from cybercrime underscore the criti-
cal importance that cybersecurity has for the
global economy.

Higher education is not separate or immune
from these developments. Despite crit-
ics’ claims that higher education is a “slow
adopter” of technology and prefers to
avoid data-driven metrics, higher education
institutions and foundations harness a tre-
mendous amount of data and technology
to advance their priorities. Academic and
classroom data, financial information, health
records, detailed research outcomes, donor
information and qift agreements, delicate
contract negotiations—these are but a few
types of information that colleges and uni-
versities collect and produce from millions
of students, faculty, staff, alumni, and donors
every year. Even more so since the start of
the COVID-19 pandemic and the transition to
online and hybrid-education environments,
institutions rely on deeply interconnected
technology to carry out the fundamental
components of a complicated enterprise.

Foreword

And unlike some corporate elements, the
core functions of colleges and universities
involve sharing and collaboration, includ-
ing the education of students, developing
research, providing a community space for
the arts and science, and more. The intrinsic
gualities of higher education forces lead-
ers to provide a nuanced balance between
stakeholder needs and security requisites.

It is in this context that AGB has chosen to
publish Cyber Risk Oversight for Higher
Education Boards: Key Principles and Prac-
tical Guidance for Foundation and Institution
Board Members. Given both the breadth
and depth of impact that cyber risk can have
on institutional missions, students’” success,
and financial integrity, it is evident that board
oversight of cyber risk is necessary to posi-
tion cyber risk as part of any enterprise risk
management strategy. In earlier eras, some
claimed that cybersecurity was strictly an IT
issue, but that kind of thinking ignores the
current reality and interaction between tech-
nology and strategy.

My hope is institution and foundation board
members will use this resource to under-
stand and become inspired to learn about
and proactively oversee—in collaboration
with chief executives—the overarching fac-
ets of cyber risk, place this topic on future
board meeting agendas, and take to heart
the practical guidance, key indicators, and
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proffered strategies that can ensure effec-
tive, strategic oversight. This
components—the five principles and the
associated specifi-
cally to outline exactly what higher educa-
tion boards need to review and discuss with
chief executives and their leadership teams in
this era of constant technological innovation.
While having access to cyber risk and secu-
rity expertise is essential for all boards, cyber
risk must also be understood by the board
and relevant committees, no matter the size,
location, or nonprofit status of the institution or
foundation they serve. As such, this resource
aims to explain and explore the topic in ways
that all board members can use to contribute

resource’s

toolkit—were created

to robust board conversations and strategic
decisions about overseeing and managing
cyber risk.

| also want to express my deep appreciation
for AGB'’s partners in creating this resource.
Both the Internet Security Alliance (ISA) and the
American International Group, Inc. (AIG) were
instrumental in its creation, and their expertise
has undoubtedly made the recommendations
stronger and more relevant.

Cyberattacks are a persistent threat to col-
leges, universities, and institutionally related
foundations. Board members have a respon-
sibility to ask thought-provoking questions
and provide relevant insights, perspectives,
and suggestions based on their professional
experience to strategically inform chief exec-
utives and senior staff as they advance their
institutions and foundations in a world in which
technology’s importance will only grow in the
decades to come.

Henry Stoever
President and Chief Executive Officer, AGB
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Cyberattacks on colleges and universities
have become more frequent, more sophis-
ticated, and more dangerous. The risks are
great: successful cyberattacks can compro-
mise an institution’s reputation, result in sub-
stantial financial payouts, undermine its credit
status, and foment legal challenges—to say
nothing of slowing or even shutting down an
institution’s fundamental capacities for teach-
ing, learning, and research. The Association
of Governing Boards of Universities and Col-
leges (AGB) believes strongly that ensuring
cybersecurity in colleges and universities
requires a strong, concerted, enterprise-
wide strategy at each institution. Further,
AGB believes that governing boards must
assume oversight for ensuring that their insti-
tution’'s management strategies adequately
address the growing threat of cyberattacks.
To that end, this handbook frames five princi-
ples that higher education governing boards
need to understand in order to adequately
and successfully oversee their institution’s
cybersecurity:

Principle 1: Board members need to under-
stand and approach cybersecurity as a stra-
tegic, enterprise risk, not just an IT risk.

Cybersecurity has often been relegated to
the information technology department. But
in higher education, maintaining cybersecu-
rity encompasses a cascade of issues that
require an enterprise-wide approach. In the

Executive Summary

context of educational institutions, cyberse-
curity means protecting valuable intellectual
property and research; securing student,
faculty, and alumni data; preserving the rep-
utation of the institution; and ensuring that
third-party vendors do not put the institution’s
networks and data at risk. For these reasons,
cybersecurity needs to be integrated into the
university or college’s overall risk manage-
ment strategy. This means that boards need
to understand their institution’s most valuable
assets—their “crown jewels”—and assess what
needs to be done across the entire institution
to protect the institution from cyber risk.

Principle 2: Board members should under-
stand the legal implications of cyber risks
as they relate to an institution’s specific
circumstances.

The legal and regulatory landscape around
cybersecurity in higher education is con-
stantly evolving, including requirements for
public disclosure, privacy and data protec-
tion, information sharing, and infrastructure
protection. Boards need to stay informed
about current compliance and liability issues
faced by their institutions. Boards need to be
aware of related requirements their institu-
tions must meet, such as protocols that are
driven by FERPA, HIPAA, and other federal
and state cybersecurity legislation and regu-
lations. Additionally, boards should consider
including cybersecurity on board agendas
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and documenting their due diligence with
cyber risk oversight. Potentially, boards need
to have members who are responsible for
monitoring this broad area.

Principle 3: Board members should have ade-
quate access to cybersecurity expertise, and
discussions about cyber risk management
should be given regular and adequate time
on board meeting agendas.

Cybersecurity is now an essential element of
board-level strategic decisions and needs to
be integrated into discussions about issues
such as reputation management, curricula
development, and research. There is no sin-
gle approach that will fit every board, but board
members should set clear expectations with
the institution’s administration about the format,
frequency, and level of detail of cybersecurity-
related information they wish to receive. The
board’s approach to cybersecurity should be
clearly defined in committee charters to avoid
confusion or duplication of effort, and briefings
on cybersecurity should occur at least quarterly.
Additionally, boards should consider bringing
outside expertise to evaluate the institution’s
cybersecurity to provide a broader perspective

on the risk to the institution and progress made
in mitigating any potential or existing risk.

Principle 4: Board members should set the
expectation that management will estab-
lish an enterprise-wide cyber risk manage-
ment framework with adequate staffing and
budget.

Institutions need to have a technical framework
(or a variety of frameworks) with cybersecurity
controls that address cybersecurity risk. More
importantly, institutions need to have a man-
agement framework that strategically coordi-
nates all aspects of the institution that relate
to cybersecurity, including plans for business
continuity should the institution’s cybersecu-
rity be breached. Board members should seek
assurances that the administration is taking
an appropriate enterprise-wide approach to
cybersecurity and should see that such efforts
are adequately funded and staffed.

Principle 5: Board-administration discussions
about cyber risk should include identification
and quantification of financial exposure to
cyber risks and which risks to accept, miti-
gate, or transfer, such as through insurance,

CYBERSECURITY DEFINED

The term “cybersecurity” refers to measures intended to safeguard the con-
fidentiality, integrity, and availability of information by protecting the com-
puter systems, networks, and programs that gather, store, and transmit that

information. A cybersecurity strategy may make use of several such mea-
sures in combination, depending on the type of information that requires
protection, the nature of the organization responsible for protecting it, and

the level of risk!
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as well as specific plans associated with each
approach.

Without micromanaging the details, boards need
to fully understand the standards, controls, and
processes that management uses to determine
the effectiveness of the institution’s approach to
reducing exposure to cyber risk to acceptable

levels. The board's work in helping to quantify
cyber risk management through exercises such as
assessing the institution’s overall appetite for risk
and measuring institutional practices in the con-
text of commonly accepted practice and guide-
lines helps enable the institution to make better
risk-informed decisions about strategy and, in turn,
better decisions about the allocation of resources.

Cyber Risk Oversight for Higher Education Boards xi

Copyright © 2021 by AGB Press and the Association of Governing Boards of Universities and Colleges. All rights reserved.



	Cover Page
	Title Page
	Copyright Page
	Acknowledgments
	Contents
	Foreword by Henry Stoever
	Executive Summary
	Introduction
	PRINCIPLE 1: Cybersecurity as a Strategic Risk
	PRINCIPLE 2: Legal and Compliance Implications
	PRINCIPLE 3: Board Oversight Structure and Access to Expertise
	PRINCIPLE 4: An Enterprise Framework for Managing Cyber Risk
	PRINCIPLE 5: Cybersecurity Measurement and Reporting
	Road Map for the Cyber Risk Oversight Toolkit
	Tool A: 10 Questions for a Board Member to Ask About Cybersecurity
	Tool B: Assessing the Board’s Cyber-Risk Oversight Effectiveness
	Tool C: The Cyber-Insider Threat—A Real and Ever-Present Danger
	Tool D: Managing Third-Party Cybersecurity Risks
	Tool E: Incident Response
	Tool F: Board-Level Cybersecurity Metrics
	Tool G: Cybersecurity Considerations During Merger and Affiliation Phases
	Tool H: Sample Dashboards
	Tool I: Building a Relationship with the CISO
	Tool J: Personal Cybersecurity for Board Members
	Tool K: U.S. Department of Homeland Security Cybersecurity Resources
	Tool L: U.S. Department of Justice and Federal Bureau of Investigation—Responding to a Cyber Incident
	Resources
	Notes



